WSU Tri-Cities CptS 360 (Spring, 2022)

Lab 8: Signals

In this lab, you'll implement your own successively-enhanced versions of the program ki | | ne. The final
version will allow you to experiment with sending and receiving signals from one process to others, including
child processes.

http://www.tricity.wsu.edu/~bobl/cpts360/lab08_signals

(There is also a link to it in the schedule on the course web page.) Calling it up in a browser will allow you to
download all of the files you need for this lab. wri t eup. ht nl in that directory contains an HTML version of
this page.

Every part after Part 1 depends on the part that went right before it, so be sure that part is working before you
move on.

Part 1. A Single Process ki | | ne

The first version of ki | | me will set up handlers for (almost) every possible signal and then wait to handle one
of them. Here, "handle" means printing out a notice of the event.

Download ki | I me_pt1_tplt.c fromthe lab directory and rename itto ki I | ne_pt 1. c. It looks like this:

#i nclude <stdlib. h> /1 for exit()

#i ncl ude <stdio. h> /1 for the usual printf(), etc.
#i ncl ude <getopt. h> /1 for getopt()
/*

*  ASS| GNVENT

*

* - "#include" any other necessary headers (as indicated by "nman"
* pages)
*/

/1 To get “getopt_long()” to work, you need to provide a static
/1 (usually) array of “struct option’ structures. There are four
/1 menbers to be filled in:

/1 1. "nane’ is a (char *) string containing the "long" option nane
/1l (e.g. "--help" or "--format=pdf").

/1 2. “has_arg has one of these values that describe the
/1 correspondi ng option:

enum {
NO ARG = 0, // the option takes no argumnent
REQ ARG = 1, // the option nmust have an argunent
OPT_ARG = 2 // the option takes an optional argunent
}i

/1 3. The "flag" is an int pointer that deternines how the function
/1 will return its value. If it is NULL, getopt_long() will return
/1 "val" (the fourth nenmber) as its function return. If it is not
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/1 NULL, getopt_long() will return O and set "*flag" to "val".

/Il 4. "val" is an int which is either a character to denote a "short"
/1l (e.g. "-h" or "-f pdf") option or O, to denote an option which does
// not have a "short" form

/l The array is ternmnated by an entry with a NULL nane (first
/1 elenent).

static struct option options[] = {
/1 elenents are:

/1 name has_arg flag val
{ "children", OPT_ARG,  NULL, 'c'},
{ "hel p", NO_ARG, NULL, 'h'},
{ "nosync", NO_ARG NULL, 'n'},
{ "pgid", NO_ARG, NULL, 'g'},
{ "ppid", NO_ARG, NULL, 'p'},
{ NULL } // end of options table
IE
/*

* These gl obals are set by conmand |ine options. Here, they are set

* to their default val ues.

*/
i nt showPpi ds
i nt showPgi ds
i nt synchronize

0; /1l show parent process |Ds
0; /'l show process group |IDs
= 1; // synchronize outputs (don't use until Part 3)

enum{ IN PARENT = -1 }; // nust be negative

/*

* In the parent, this value is IN PARENT. In the children, it's set
* to the order in which they were spawned, starting at O.

*/

int siblinglndex = | N_PARENT;

/1l This is a global count of signals received.
i nt signal Count = 0;

void witelLog(char nmessage[], const char *fromt hin)
/1 print identifying information about the current process to stdout
{
/*
*  ASSI GNVENT
*
* - if “siblinglndex” is I N _PARENT,
* + set a string buffer “processNane™ to "parent" (hint: strcpy())
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+ set “colonlndent™ to 20
- otherw se,
+ set a string buffer “processNanme” to a string of the form
“child #" where "#" is “siblinglndex" (hint: snprintf())
+ set “colonlndent™ to 30
- use “colonlndent”™ to set the indent up to the
using this exanple, which prints ~processNane™:

printf("%s: %\n", colonlndent, "process nanme", processNane);

- print the process ID (hint: getpid(2)) indented as above
- if “showPpids™ is true,

+ print the parent process ID (hint: getppid(2)) indented as above
- if “showPgids™ is true,

+ print the process group ID (hint: getpgrp(2)) indented as above
- print “signal Count” indented as above (with a "% " format, of course)
- print “nmessage’ indented as above
- print “fronWthin  indented as above
- print a blank line to separate this fromother | og entries

(Note: The second argunment to this function, “fromWthin, should
always be °_ func__"~ (no quotes, just an identifier *~_ func__").)

voi d handl er (i nt sigNum
/! handl e signal ~sigNum

{
/

L T B R S T S S B R

ASS| GNVENT

- increnment signal Count

- create a nessage that includes “sigNum and its string
equi val ent (hint: snprintf(3) and strsignal (3))

- add an entry to the log that includes that nmessage (hint:
writelLog())

Not e: Al though you'll be doing it here, It is not a safe
practice to call printf() or any other standard I/O function
fromwithin (or below) a signal handler, for a reason that wll
be made clear in the | ab.

voi d initSignal s(void)
/[l initialize all signals

{
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signal (2))

nunmber and
strsignal (3) and

/*

* ASSI GNVENT

*

* - for every signal from1l to _NSIG (NSIG on MacOS)
* except SIGIRAP and SIGQUI T (to nake debuggi ng easier),
* - try to set its handler to handler() (hint:

* if this fails,

* - add an entry to the log with the signal
* its string equivalent (hint:

* writelLog())

*/

static voi d usage(char *prognane)

/1
{

i ssue a usage error nessage

eprintf("usage:
eprintf("o%\n",
eprintf("9%",

% [{args}]*\n",
" {args} are:");

" -gor --pgid
" -n or --nosync
" -por --ppid
" -h or --help
)

return;

mai n(i nt argc, char **argv)

int ch;
static char *progname = "**UNSET**";
/*

* Parse the command |ine argunents.
*/
prognane = argv[0];
for (;;) {
ch = getopt_I| ong(argc,
if (ch == -1)
br eak;

ar gv,

switch (ch) {

case 'c':
br eak;
case 'g':

showPgi ds = 1;
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br eak;
case 'h':
usage( pr ognane) ;
exit(0);
case 'n':
synchroni ze = 0;
br eak;
case 'p':
showPpi ds = 1;
br eak;
def aul t:
printf("?? getopt returned character code 0x%®2x ??\n", ch);
exit(1);
}
}
/*
* ASSI GNVENT
* - initialize all signals (hint: initSignals())
* - add an entry to the log that the parent is pause()'d for a
* signal (hint: witelLog())
* - await a signal (hint: pause())
*/
return O;

}

Follow the instructions in the "ASSIGNMENT" comments (and only there) to implement the pseudocode.
Create a Makef i | e for this.

Test your ki | | me_pt 1 as we did for ki | | me in class: Run it in one window and send signals to with the
ki Il shell command in a different window.

Be sure to include your ki | | me_pt 1. ¢ in the submission tarball.

Part 2. A Multiprocess ki | | me

The second version of ki | | me will create a arbitrary number of child processes which will also handle
(almost) every possible signal by printing out notice of them. This time, the parent and child processes can
only be killed via SIGQUIT, SIGTRAP, or SIGKILL. (Remember that you can send SIGQUIT from the
keyboard via "Ctrl-\ ".) Once they are all forked, the parent process will wait for all of its children to do exit.

Download ki | | me_pt 2_t pl t. c from the lab directory and rename it to ki | | ne_pt 2. c. It looks like this:

#i nclude <stdlib. h> /1 for exit()
#i ncl ude <stdio. h> /1 for the usual printf(), etc.
#i ncl ude <getopt. h> /1 for getopt()
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ASSI GNVENT

"#i ncl ude" any other necessary headers (as indicated by "nman"
pages)

EE R R I 3

/1 To get “getopt_long()" to work, you need to provide a static
/1 (usually) array of “struct option® structures. There are four
/1 menbers to be filled in:

/1 1. "nane’ is a (char *) string containing the "long" option nane
/1l (e.g. "--help" or "--format=pdf").
/1 2. “has_arg has one of these values that describe the
/1 correspondi ng option:

enum {
NO ARG = 0, // the option takes no argunent
REQ ARG = 1, // the option nmust have an argunent
OPT_ARG = 2 // the option takes an optional argunent
}i

/1 3. The "flag" is an int pointer that deternines how the function
/1 will returnits value. If it is NULL, getopt_long() will return
/1 "val" (the fourth nenmber) as its function return. If it is not
/1 NULL, getopt_long() will return O and set "*flag" to "val".

// 4. "val" is an int which is either a character to denote a "short"
/!l (e.g. "-h" or "-f pdf") option or O, to denote an option which does
// not have a "short" form

/1l The array is term nated by an entry with a NULL name (first
/1 element).

static struct option options[] = {
/] elements are:

/1 nane has_arg flag val
{ "children", OPT_ARG  NULL, 'c'},
{ "hel p", NO_ARG NULL, ‘'h'},
{ "nosync", NO_ARG, NULL, 'n'},
{ "pgid", NO_ARG NULL, 'g'},
{ "ppid", NO_ARG NULL, ‘'p'},
{ NULL } // end of options table
}i
/*

* These globals are set by command |ine options. Here, they are set
* to their default val ues.
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*/

i nt showPpi ds
i nt showPgi ds
i nt synchronize

|
1o o

; /1l show parent process |Ds
; /1 show process group |Ds
1; // synchronize outputs (don't use until Part 3)

enum { IN PARENT = -1 }; // nust be negative

/*

* In the parent, this value is N PARENT. In the children, it's set
* to the order in which they were spawned, starting at O.

*/

i nt siblinglndex = | N PARENT;

/1 This is a global count of signals received.
i nt signal Count = O;

void witelLog(char nessage[], const char *fromAt hin)
/1 print identifying information about the current process to stdout
{

/
ASSI| GNVENT

- Insert your previous witelLog() code here
/

* Ok X X

void inChild(int iSibling)
/1 do everything that's supposed to be done in the child
{

/
ASSI| GNVENT

- set (the global) “siblinglndex to “iSibling
- add an entry to the log that includes a nessage
that the process is "pause()d" (hint: witelLog())
- in an infinite | oop,
+ call pause(2) to wait for the next signa

L R I D I

voi d handl er (i nt sigNum
/1 handl e signal " sigNum
{
/*
* ASS| GNVENT
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* - insert your previous handler() code here unchanged

void initSignal s(void)
/1 initialize all signals

{
/*
*  ASS| GNVENT
*
* - insert your previous initSignals() code here unchanged
*/
}

voi d i nParent (voi d)
/1 do everything that's supposed to be done in the parent
{

/
ASS| GNIVENT

- add an entry to the log that the parent is waiting for children
to die (hint: witelLog())
- as long as there are child processes to wait upon (hint: wait(2)),
+ if the child exited normally (hint: WFEXI TEX)),
~ add an entry to the log that the child exited nornmally and
include its process ID and status (hint: witelLog())
+ ot herw se,
~ add an entry to the log that the child exited abnormally
and include its process ID (hint: witelLog())
+ if the child was signaled (hint: WFSI GNALED()),
~ add an entry to the log that the child was term nated
by a signal and include the signal nunmber and its
string equivalent (hint: strsignal (3) and witelLog())
- if wait() caused an error because there were no children to wait for
+ add an entry to the log to that effect (hint: witelLog())
- otherw se
+ add an entry to the log that wait() failed for an unknown
reason (hint: witelLog())

EE T S A T I B N N R I N B R

static void usage(char *prognane)
/] issue a usage error nessage

{

eprintf("usage: % [{args}]*\n", prognane);
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eprintf("9%\n", " {args} are:");
eprintf("9%",
" -c[{arg}] or --children[={arg}] fork {arg} children (default: 1)\n"

" -gor --pgid list process group |Ds\n"
-n or --nosync turn of f synchronization\n"
-p or --ppid list parent PIDs (default: no)\n"
" -h or --help hel p (this nessage) and exit\n"
Ji
return;

mai n(i nt argc, char **argv)

int ch;
int nSiblings = O;
static char *progname = "**UNSET**";

/*
* Parse the command |ine argunents.
*/
progname = argv[O0];
for (5;) {
ch = getopt Il ong(argc, argv, "c::ghnp", options, NULL);
if (ch == -1)
br eak;

switch (ch) {

c':
if (optarg)
nSi bl i ngs
el se
nSi bl i ngs
br eak;

case

atoi (optarg);

1;

g':
showPgi ds = 1;
br eak;

case

case 'h':
usage( prognane) ;
exit(0);

n':
synchroni ze = 0;
br eak;

case

p':
showPpi ds = 1;

case
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br eak;
def aul t:
printf("?? getopt returned character code 0x%®2x ??\n", ch);
exit(1);
}
}
/
ASSI GNVENT
(We'll use the [*] to mark steps that are unchanged from Part 1.)

- initialize all signals (hint: initSignals()) [*]
- if no children are bei ng spawned,
+ add an entry to the log that the parent is pause()'d for a
signal (hint: witelLog()) [*]
+in an infinite | oop,
~ await a signal (hint: pause()) [*]

- ot herw se,
+ for each of the "nSiblings siblings whose |oop index is
“iSibling,
~ fork the parent (hint: fork())
~in the child,

i nvoke inChild(iSibling)
~ in the parent,
. add an entry to the log that the parent forked a
child, including "iSibling" and its process |ID
(hint: snprintf())
+ i nvoke inParent ()

L S T R N N N N B N N S . N R R N I

/
return O;

}

Follow the instructions in the comments, copying working code from Part 1 where indicated and adding new
code as indicated.

Modify your Makefi | e to compile ki | | ne_pt 2 as well ki | | ne_pt 1.

Testyour ki | | me_pt 2 as you did ki | | me_pt 1, except that this time you can send signals to the children as
well as the parent.

When you run your ki I | ne_pt 2 with more than a few children, you'll notice that the log messages are
interleaved or even garbled. This is because all processes, parent and children, are trying to write to the same
device at the same time (even though each of them has their own standard /O buffer -- remember
"copy-on-write").

This is to be expected. We'll fix it in Part 3.

Be sure to include your ki | | me_pt 2. ¢ in the submission tarball.

Part 3. A Synchronized Multiprocess ki | | me
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The third version of ki | | ne fixes the interleaved output problem using a mechanism called a critical section.
A critical section acts like a fence around a piece of code that several processes have access to and
guarantees that only one process will be inside the fence at one time. One way to create a critical section is to
use software tools called semaphores, which we'll explore in an upcoming unit, but for now we'll treat them as
a black box.

Download killnme_pt3 tplt.c, critical _section.h, and critical _section.o from the lab
directory.

Rename kil I me_pt3_tplt.ctokillne_pt3.c.Itlooks like this:

#i ncl ude <stdlib. h> [l for exit()

#i ncl ude <stdio. h> /1 for the usual printf(), etc.
#i ncl ude <getopt. h> /1 for getopt()
/*

*  ASS| GNVENT

*

* - "#include" any other necessary headers (as indicated by "nan"
* pages)

*/

/*

* Note the new #i ncl ude

*/

#include "critical _section.h"

/1 To get “getopt_long()" to work, you need to provide a static
/1 (usually) array of “struct option® structures. There are four
/1 menbers to be filled in:

/1 1. "nane’ is a (char *) string containing the "long" option nane
/1l (e.g. "--help" or "--format=pdf").
/1 2. “has_arg has one of these values that describe the
/1 correspondi ng option:

enum {
NO ARG = 0, // the option takes no argunent
REQ ARG = 1, // the option nmust have an argunent
OPT_ARG = 2 // the option takes an optional argunent
}i

/1 3. The "flag" is an int pointer that deternines how the function
/1 will returnits value. If it is NULL, getopt_long() will return
/1 "val" (the fourth nenmber) as its function return. If it is not
/1 NULL, getopt_long() will return O and set "*flag" to "val".

// 4. "val" is an int which is either a character to denote a "short"

/!l (e.g. "-h" or "-f pdf") option or O, to denote an option which does
/1 not have a "short" form
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/1l The array is term nated by an entry with a NULL name (first
/1 elenment).

static struct option options[] = {
/] elements are:

/1 nane has_arg flag val
{ "children", OPT_ARG  NULL, 'c'},
{ "hel p", NO_ARG NULL, ‘'h'},
{ "nosync", NO_ARG, NULL, 'n'},
{ "pgid", NO_ARG NULL, 'g'},
{ "ppid", NO_ARG NULL, ‘'p'},
{ NULL } // end of options table

}i

/*

* These globals are set by command |ine options. Here, they are set
* to their default val ues.

*/

i nt showPpi ds 0; /1l show parent process |Ds

i nt showPgi ds = O; /1 show process group |Ds

int synchronize = 1; // synchronize outputs (don't use until Part 3)

enum { IN PARENT = -1 }; // nust be negative

/*

* In the parent, this value is N PARENT. In the children, it's set
* to the order in which they were spawned, starting at O.

*/

i nt siblinglndex = | N PARENT;

/1 This is a gl obal count of signals received.
i nt signal Count = O;

void witelLog(char nessage[], const char *fronmAt hin)
/1 print identifying information about the current process to stdout
{

/
ASSI| GNVENT

- Insert your previous witelLog() code here with this
nodi fication: If the global “synchronize flag is set, call
critical Section_enter() before the first printf() call and
critical Section_l eave() after the |ast one.

* Ok X X Sk X X %

page 12 of 16



WSU Tri-Cities CptS 360 (Spring, 2022)

void inChild(int iSibling)
/1 do everything that's supposed to be done in the child
{
/*
* ASSI GNVENT
*
* - insert your previous inChild() code here unchanged
*/

voi d handl er (i nt sigNum
/1 handl e signal " sigNum

{
/*
* ASSI GNVENT
*
* - insert your previous handl er() code here unchanged
*/
}

void initSignal s(void)
/[l initialize all signals
{

/
ASSI| GNVENT

E O T

- insert your previous initSignals() code here unchanged
/

voi d i nParent (voi d)
/1 do everything that's supposed to be done in the parent
{

/
ASSI| GNVENT

E O T

- insert your previous inParent() code here unchanged
/

static void usage(char *prognane)
/] issue a usage error nessage

{
eprintf("usage: % [{args}]*\n", prognane);
eprintf("%\n", " {args} are:");
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eprintf("9%",
" -c[{arg}] or --children[={arg}] fork {arg} children (default: 1)\ n"

" -gor --pgid list process group IDs\n"
" -n or --nosync turn of f synchronization\n"
-p or --ppid list parent PIDs (default: no)\n"
-h or --help hel p (this nessage) and exit\n"
)
return;

mai n(i nt argc, char **argv)

int ch;
int nSiblings = O;
static char *progname = "**UNSET**";

/*
* Parse the command |ine argunents.
*/
prognanme = argv[O0];
for (;;) {
ch = getopt | ong(argc, argv,
if (ch == -1)
br eak;

c::ghnp", options, NULL);

switch (ch) {

c':
if (optarg)
nSi bl i ngs
el se
nSi bl i ngs
br eak;

case

atoi (optarg);

1;

g :
showPgi ds = 1;
br eak;

case

case 'h':
usage( prognane) ;
exit(0);

n':
synchroni ze = 0;
br eak;

case

p':
showPpi ds = 1;
br eak;

case
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def aul t:
printf("?? getopt returned character code 0x%®2x ??\n", ch);
exit(1);
}
}
/*
* ASSI GNVENT
* - |nsert your previous main() code here unchanged, except that
* if the global “synchronize flag is set, add a call to
* critical Section_init() before the initializeSignals() call.
*/
return O;

}

critical _section. hindicates how each function should be used:
#i f ndef | NCLUDED_CRI Tl CAL_SECTI ON

/*

* Call this function once at the start of the programto initialize
* (but not enter or |leave) the critical section.

*/

extern void critical Section_init(void);

/*

* Call this function to enter the critical section, possibly waiting
* to do so.

*/

extern void critical Section_enter(void);

/*

* Call this function to | eave the critical section. Be sure you've
* entered it first!

*/

extern void critical Section_| eave(void);

#defi ne | NCLUDED CRI TI CAL_SECTI ON
#endi f

Follow the instructions in the comments, copying working code from Part 2 and adding new code as indicated.
It's a good idea to make critical sections as small as possible for efficiency, to minimize waiting time for
processes not in them.

Modify your Makefi | e to compile and link ki | | me_pt 3 as well as kil I me_pt1 and kil | me_pt 2. Note
that the ki | | me_pt 3 link will require cri ti cal _secti on. o.

Testyour ki |l I me_pt 3 asyoudid ki | | me_pt 2. You should now find that no matter how many children there
are, the log records are not interleaved or garbled.
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Be sure to include critical _section.h, critical _section.o (both unchanged) and your
kil | me_pt 3. ¢ and final Makef i | e in the submission tarball.

Submit the tarball via Canvas.
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