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What’s happening in cyberspace

In the doghouse

From time-to-time companies or individuals make incredibly stupid moves or decisions. 

This time it is some unnamed United Kingdom credit card companies.

UK is switching to a chip & pin system for credit card transactions.

The chip is a smart card and will be used starting this month.

Already being used in France and other EU countries.

You put your card in a slot and enter the pin (much like debit cards in the US).

A big issue is forgotten pins.

An ad was run in the London papers on this subject.

“Keep forgetting your pin?”

Our advice is to change it to an easily remembered number like:


Birthday or lucky numbers


You can change it by phone!

“Give me a break” like John Stausel says

Anything about you like ssn, birthday, anniversary, etc. is not likely to be a secret and should never be used as a secret!

Example of sensible security

The Hollywood sign is protected by a fence and a chain-locked gate.

Trouble is, several agencies need access to the sign.

The solution is to use multiple locks – one per agency needing access.

Better than one lock and many keys, multiple locks and a few keys

Multiple-user access control. Simple and it works.

Biggest Threat

Consensus now has it that SpyWare was the biggest threat to security on 2004 and likely will be in 2005. McAffee & Panda (av vendors) say spyware was the most damaging last year.

Software not the only weak security link

Hardware/firmware can be vulnerable too.

If you run a router/firewall on your home network, it is a good idea to check for firmware updates on a regular basis.

For example, Netgear has released 8 firmware upgrades in 2 years. Upgrades were for features and security.

